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The Economics of Privacy

By RiCHARD A. POSNER*

The concept of “privacy” has received a
good deal of attention from lawyers, politi-
cal scientists, sociologists, philosophers and
psychologists, but until recently very little
from economists. This neglect is on the mend
(see, for example, my 1978, 1979a articles
and forthcoming book, chs. 9-11; George
Stigler), and in this paper I will report on
the economic research on privacy in which I
and others have been engaged.

Some definitional clarification is neces-
sary at the outset, Privacy is used today in
at least three senses. First, it is used to mean
the concealment of information; indeed, this
is its most common meaning today. Second,
it is used to mean peace and quiet, as when
someone complains that telephone solicita-
tions are an invasion of his privacy. Third, it
is used as a synonym for freedom and au-
tonomy; it is in this sense that the Supreme
Court has used the word in subsuming the
right to have an abortion under the right of
privacy (see my 1979b article, pp. 190-200).

The third meaning of privacy need detain
us only briefly. To affix the term privacy to
human freedom and autonomy (as in Jack
Hirshleifer) 1s simply to relabel an old sub-
ject—not to identify a new area for eco-
nomic research., The second meaning of the
word privacy set out above invites a slighily
novel application of economics. It suggests
an economic reason why certain (cerebral)
workers have prnivate offices and other
(manual) workers do not, why aversion to
noise is associated with rising education,
and why certain low-level invasions of a
person’s “private space” (for example, shov-
ing a person roughly but without hurting
him) are tortious (see my forthcoming book,
ch. 10). But the range of economic applica-
tions in this area seems limited.

tion—seems the most interesting from an
economic standpoint. There is a rich and
growing literature on the economics of in-
formation. It would seem that the same eco-
nomic factors that determine search behav-
ior by workers and consumers might also
determine investments in obtaining, and in
shielding, private information. This insight
{emphasized in my 1978 article) provides the
starting peint for the economic analysis of
privacy.

To relate the economics of privacy to the
economics of information in as clear a fash-
ion as possible, consider the example of the
employer searching across employees and
the employee searching across employers.
The employer is looking for certain traits in
an employee that may not be obvious, things
like honesty, diligence, lovalty, and good
physical and mental health. To the extent
that the employee is deficient in one or
more of these characteristics, he has an in-
centive—strictly analogous to the incentive
of a seller of goods to conceal product de-
fects—to conceal these deficiencies. That is,
he has an incentive to invoke a “right of
privacy” if the employer tries to “pry” into
his private life.

I'he concealment ol personal characiens-
tics in the employment contest retards rather
than promotes the efficient sorting of em-

ployees to employers. By reducing the
amount of information available to the
“buyer” in the labor market (the employer),

it reduces the efficiency of that market. The

The first meaning of privacy set out
above—privacy as concealment of informa-

*University of Chicago Law School.

analysis can easily be generalized, moreover,
to other markets, some of them “non-
economic,” in which private information is
concealed. An example is the marriage
“market.” The efficient sorting of females to
males in that market is impeded if either
spouse conceals material personal informa-
tion. The extended courtship that remains
typical of the marriage market may be due
in part to the efforts of prospective spouses
to conceal their deficiencies from each other.




The early days: Posner

" Privacy as concealment of information

Individuals with negative traits (e.g., low quality employees) have interest
in hiding them

Individuals with positive traits have interest in showing them

Reducing information available to “buyers” in the market (e.g., employers)
reduces efficiency

= Costs of concealment borne by others
E.g., when privacy of sex-offenders is protected

" Extends argument to non-market behavior
E.g., marriage

= Bottom line: Privacy is re-distributive and reduces efficiency




The early days: Stigler

= Exchange of information will lead to desirable economic
outcomes independently of ownership of data

E.g.: If am a “good” debtor, | want this information to be known; if |
am a “bad” debtor, | want to keep it secret

Suppose | am a bad debtor: then, whether | hide information or
information about me is reported, | will pay higher rates (no
information == bad information)

" Also, Stigler believes in a specific model of data ownership

Information about a person may have been costly acquired by
another entity — thus it may rightly “belong” to that entity




The mid 1990s: Varian

= Externalities (positive and negative) arise due to the secondary
use of information

= Digitization of information creates novel challenges: collapsing
marginal costs of data collection/storage render semi-private
information fully public

= Proposal: define property rights in private information in ways
that allow consumers to retain control over how information
about them is used

And, make it costly to access certain digital information




The mid 1990s: Noam

" [n absence of transaction costs in trading data, initial
assignment of privacy rights is arbitrary from viewpoint of
economic efficiency (building on Coase)

Encryption

= “The existence of encryption may largely determine who has to pay whom,
not whether something will happen”

= |n fact, encryption at most makes parties other than the data subject pay.
Hence, it redistributes wealth to consumers




The mid 1990s: Laudon

= “Markets and Privacy,” CACM, 1996

(One of the) first to propose personal data markets / data

warehouses




2000s and onwards

= Expansion and fragmentation

Increased modeling sophistication

Diversification of focus

Emergence of empirical analyses

Emergence of applied behavioral economic research

And, of course, the parallel emergence of the economics of
information security (see, e.g., WEIS)
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The Economics of Privacy
ALESSANDRO ACQUISTI, CURTIS TAYLOR, AND LiAD WAGMAN"

This article summarizes and draws connections among diverse streams of theoretical
and empirical research on the economics of privacy. We focus on the economic
value and consequences of protecting and disclosing personal information, and on
consumers’ understanding and decisions regarding the trade-offs associated with the
privacy and the sharing of personal data. We highlight how the economic analysis
of privacy evolved over time, as advancements in information technology raised
increasingly nuanced and complex issues associated with the protection and sharing
of personal information. We find and highlight three themes that connect diverse
insights from the literature. First, characterizing a single unifying economic theory of
privacy is hard, because privacy issues of economic relevance arise in widely diverse
contexts. Second, there are theoretical and empirical situations where the protection
of privacy can both enhance and detract from individual and societal welfare. Third,
in digital economies. consumers™ ability to make informed decisions about their
privacy is severely hindered because consumers are often in a position of imperfect
or asymmetric information regarding when their data is collected, for what purposes,
and with what consequences. We conclude the article by highlighting some of the
ongoing issues in the privacy debate of interest to economists. (JEL D82, D83, G20,
110, 113, M31, M37)

Why an Economics of Privacy Friedrich Hayeks 1945 treatise on the use of
knowledge in society. Contributions to what

The value and regulation of information  has become known as the field of informa-
assets have been among the most inter-  tion economics have been among the most
esting areas of economic research since  influential, insightful, and intriguing in the

“The Economics of Privacy,” Acquisti, Taylor, and Wagman, Journal
of Economic Literature, 2016




The Economic Theory of Privacy The Empirical Analysis of Privacy
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Several open questions

What are the costs of privacy intrusions?

Tangible vs. intangible harms

What is the “optimal” amount of privacy protection?
And, for which stakeholder?

Who should be responsible for achieving that “optima

of privacy?

Individuals (informed consent, market choices)?

|II

amount

The market (self-regulation)?
Government (regulation)?
Are there privacy market failures?

Do revealed preferences capture actual privacy preferences? Do they
capture actual privacy harm?
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2) Conventional wisdoms vs. unresolved issues




Privacy concerns are puzzling
for economists
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Sharing personal data
IS an economic win-win
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Loss of privacy is the price to pay
for the benefits of big data




Privacy concerns are puzzling
for economists

Sharing personal data
IS an economic win-win

Loss of privacy is the price to pay
for the benefits of big data

Market forces are able to achieve
desirable levels of privacy




Privacy concerns are puzzling
for economists




Farrell (2012): privacy as...

an intermediate good

a final good




Farrell (2012): privacy as...

an intermediate good

a final good

Identity theft, price discrimination,
discrimination, blackmailing, adverse
profiling, other objective harms (Calo
2013)....

Psychological discomfort, stigma,
loss of autonomy, infringement on
freedom, other subject harms....




an intermediate good




the economic impact of privacy...

welfare allocation (“micro” angle)

aggregate welfare (“macro” angle)




welfare allocation




Posner/Stigler: privacy is redistributive

... but so is the lack of privacy

Varian (1996): consumers would rationally want
telemarketers to know what products they are
interested in, but not how much they are

interested in those products




Taylor (2004), Acquisti and Varian (2005)

Under tracking and targeting, myopic customers get price

discriminated in intertemporal dynamic pricing model
|.e., in absence of privacy protection, consumers are worse off

Note: we are talking first degree price discrimination:

all consumers (high and low) pay their reservation prices




From the standpoint of welfare allocation and individual self-

interest: there is an obvious, rational economic argument for

privacy as a private good

Note: here we construe privacy as control over protection

and sharing of data - not as mere hiding of data




SAMPLE JOHN DOE CV & GRANTS

UNTVERSITY OF PENN: NIA'- 5CHOOL OF NEDICINE

Date: Month, year

John Doe. M.D.. Ph.D

Office Address 1234 Maloney Building
ospital of the Unt ¢ of Pennsylvania
Philadelphia,

Ifvou are not a U.S. citizen please indicate the type of visa yvou have:
(If applicable)

Visa type or Permanent Resident status

Education
1288 B.S.  Yale Umw
1892 MD
1994 PhD

raduate Tra
dicine, Temple Hospital. Philadelphia
Resident in Me Graduate Hospital, Philadelphia
Fellowship, Pulmonary Diseases, FHospital of the University of Pennsylvania,
Philadelphia

U.S. Public Health Service. Tuberculosis Control Section. Philadelphia

Assistant Professor of Medicine, Department of Medicine
ity of Pen vania School of Medicine

2008- present ate Professor of Medicine, Department of Medicine
sity of Pen vania School of Medicine

Hospital and Administrative Appointments
1699-present

2001-2003 . tion Laborato
ania School o dicin
S-present sity of Pennsylvania School of Medicine

ther Appointments
1995-present Senior Fellow, Leonard Davis Institute, ersity of Pennsylvania School of
Medicine
1999-present v Member, Cell and Molecular Biology Graduate Group. University of

JOHN DOE
is on Facebook.

To connect with JOHN DOE, sign up for Facebook today.

ERE WE GO. oo

John Doe

and access John Doe’s full profile.

As a Linkedin member, you'll join 200 million other

professionals who are sharing connections, ideas, and

opportunities. And it's free! You'l also be able to

= See who you and John Doe know in common View full profile
+ Get introduced to John Doe

= Contact John Doe directly

4 people have recommended John
500+ connections

Name Search:

Search for people you know from aver 200 million
professionals already on Linkedin

Viewers of this profile also viewed...

Joanne Piscopo
Sr. Account Manager/Recruiter in

joseph rasoori
recruiter at Aimic Inc

Gary Calka
Owner, R&T ASSOCIATES

Donny Soucy
Senior Technical Recruiter at Kinetix

Meredith Skiados

Kelly Mahler
Sr. Recruiter at SA Technologies Inc.

Ewelina Wanczycki
Account Manager at SA Technologies Inc.

n Experiment in Hiring Discrimination via Online Social Netw
Alessandro Acquisti and Christina Fong , Management Science, 2020




Callback rates
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In conservative-leaning U.S. states, Muslim candidate over
6 times less likely than Christian candidate to be called for
an interview

“An Experiment in Hiring Discrimination via Online Social Networks,"
Alessandro Acquisti and Christina Fong , Management Science, 2020




From the standpoint of welfare allocation and individual

self-interest: there is an obvious, rational economic

argument for privacy as a private good




From the standpoint of welfare allocation and individual

self-interest: there is an obvious, rational economic

argument for privacy as a private good

But what about aggregate welfare —i.e., the collective

value of personal information collection?




Privacy concerns are puzzling
for economists




Privacy concerns are puzzling When is privacy welfare-
for economists enhancing/decreasing?




Sharing personal data
IS an economic win-win




“Targeting is not only good for consumers [...] it’s a rare win for
everyone. [...] It ensures that ad placements display content that you
might be interested in rather than ads that are irrelevant and

uninteresting. [...] Advertisers achieve [...] a greater chance of selling

the product. Publishers also win as [...] behavioral targeting increases

the value of the ad placements.”

David Nelson, quoted in AdExchanger, 2011




Online advertising: Online advertising:

Frame 1 Frame 2/ Finite budget
and attention

Consumers Consumers

' P

Publishers Publishers
4 \ 4

Data Economy Data Economy
Intermediaries: Intermediaries:
Reduce search costs

l N

Merchants

Oligopoly

Merchants




Ad Exchange

What Are the Welfare Implications of Targeted Advertising?
Veronica Marotta, Kaifu Zhang, Alessandro Acquisti. Under review.




Ad Exchange
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What Are the Welfare Implications of Targeted Advertising?
Veronica Marotta, Kaifu Zhang, Alessandro Acquisti. Under review.
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What Are the Welfare Implications of Targeted Advertising?
Veronica Marotta, Kaifu Zhang, Alessandro Acquisti. Under review.




Consumers’
Preference
Indifferent
Vertical Information

Horizontal Information

Preferred information regimes for advertisers and
intermediary, given consumers' preferences

What Are the Welfare Implications of Targeted Advertising?
Veronica Marotta, Kaifu Zhang, Alessandro Acquisti. Under review.




The allocation of surplus from behavioral tracking and targeted
advertising can change dramatically with the amount and type of

data collected — consumers benefit from some information being
shared, but not other




The Online Advertising Market Puzzle

Advertising revenues in US reached $88 billion in 2017 (IAB, 2017)

However, revenues for about 40% of publishers stagnant or shrinking

(Econsultancy, 2015)

Following GDPR, NYT focused on contextual /geographical targeting w/out

experiencing ad revenues drop (Digiday 2019a)

2019 poll of publisher executives: for 45% of respondents behavioral ad
targeting hadn’t produced notable benefit; for 23% it caused ad revenues

to decline (Digiday, 2019b)

“Online Tracking and Publishers' Revenues: An Empirical Analysis,"
Veronica Marotta, Vibhanshu Abhishek, and Alessandro Acquisti, WEIS, 2019.




How do publishers' ad revenues change when the ads
they display are behaviorally targeted?

Advertisers’ willingness to pay increases if they can target
audiences (Chen and Stallert, 2014; Board, 2009)

Ad price increases, publisher’s revenue increases

When targeting audiences, advertisers reach narrow markets with

reduced competition (Levin and Milgrom, 2010; Hummel and
McAfee, 2016)

Ad price decreases, publisher’s revenue decreases

“Online Tracking and Publishers' Revenues: An Empirical Analysis,"
Veronica Marotta, Vibhanshu Abhishek, and Alessandro Acquisti, WEIS, 2019.




We leveraged a large data set shared by a media conglomerate,
owner of a large number of online publishers

We estimated revenue changes when website visitors” cookies
are, or are not, available (and therefore behavioral targeting of
display ads is, or is not, possible)

2 million advertising transactions, over 60 different websites
Date and time

Ad’s features (size, type, ...)
Urls where ads shown
Advertisers’ names

Visitors’ geo-location and device features

Publishers’ revenues

Cookie’s information (or absence)

“Online Tracking and Publishers' Revenues: An Empirical Analysis,"
Veronica Marotta, Vibhanshu Abhishek, and Alessandro Acquisti, WEIS, 2019.




What we found

Raw mean revenues were indeed higher when cookie is present

However, we use Augmented Inverse Probability Weighting
(Robins et al., 1994) to deal with self-selection and control for
other factors (e.g. contextual targeting)

“Online Tracking and Publishers' Revenues: An Empirical Analysis,"
Veronica Marotta, Vibhanshu Abhishek, and Alessandro Acquisti, WEIS, 2019.




We find that the net average revenue increase specifically
attributable to cookies is about 4%

s the increase economically significant?

The increase in revenue obtained through the use of cookies
comes at a cost for the publisher: infrastructure costs, data
management costs, fees, costs imposed by data regulations...

And, it comes at the cost of users’ privacy
Furthermore:

“Online Tracking and Publishers' Revenues: An Empirical Analysis,"
Veronica Marotta, Vibhanshu Abhishek, and Alessandro Acquisti, WEIS, 2019.




Google is also planning a policy change that would severely undermine news
gathering. The company is reportedly considering restricting third-party
cookies in its Chrome web browser, which it could announce as soon as its annual
conference on May 7. Cookies are the largely unseen infrastructure on which the
online marketplace runs. Cookies allow websites that provide free content to also
collect anonymized data on users’ interests, giving advertisers critical information
about the market for their products. This value exchange is necessary to support
nearly every site on the internet, but it is the lifeblood of digital journalism. An
online advertisement without a third-party cookie sells for just 2 percent of the cost
of the same ad with the cookie.

Laura Bassett, The American Prospect, May 6, 2019




Sharing personal data
IS an economic win-win




Sharing personal data Who benefits from the data
IS an economic win-win economy?




Loss of privacy is the price to pay
for the benefits of big data




Economic Theory: Privacy as source of
economic inefficiency

Obstacles to data sharing create economic inefficiencies

Posner (1978, 1981); Stigler (1980)




Economic Theory: Privacy as
protection from inefficiency

In absence of regulation, excessive data collection harms

economic efficiency

E.g., competition pushes firms to invest more than socially

optimal amount in gathering consumer data; competitive

pressure leads to divergence between private and social

marginal benefits of information acquisition

Hirshleifer (1971); Taylor (2008); Burke, Taylor, Wagman (2011);
Hermalin and Katz (2006)




Empirica
Privacy a

evidence:

nd innovation

Privacy regulation reduces technology adoption

Miller and Tucker (20089, ...)

Privacy regulation increases technology adoption

Adjerid, Acquisti, Telang, Padman, Adler-Minstein (2015)

(The key seems to be what type of regulation)




Empirical evidence:
Data sharing and EMR

Adoption of advanced EMR leads to a 27% decline in
patient safety events

Hydari, Telang, Marella (2015)

Adoption of advanced EMR increases outpatient charges
by 12%

Romanosky, Adjerid, Weber (2015)




tor.eff.org

Duck Duck Go

J Y = WhiteHat Aviator

(3| =Rhttps://w,

J Aviator.

The most secure web browser online

www.Neowin.net




Privacy Enhancing Technologies (PETs) allow, among other
things

Authentication without identification...
Private information retrieval...
Searches in encrypted spaces...
Operations on encrypted spaces...

Privacy-preserving data mining, collaborative filtering, targeted

advertising...




Loss of privacy is the price to pay
for the benefits of big data




Loss of privacy is the price to pay Who bears the costs of privacy
for the benefits of big data protection?




Market forces are able to achieve
desirable levels of privacy




Email or Phone Password

facebook =& el —

W Keep me logged in Forgot your password?

Delivering More Control and Transparency

Matt Hicks

This morning, we announced plans to give you more control over your information and to
help you make more informed choices about privacy. We'll be making a series of
improvements that include notifications and information about privacy settings and practices,
additions to Facebook's privacy policy, and technical changes designed to give people more
transparency and control over the information they provide to third-party applications.

Notes by Facebook
All Notes

These planned changes are a result of collaborative discussions we've had with the Office Get Notes via RSS
of the Privacy Commissioner of Canada, which has spent more than a year reviewing Embed Post
Facebook's privacy policies and controls. You can read more about their announcement

here. If you are a developer, you can read more about the potential impact for applications

here.

The improvements we announced today are in addition to the tests we began in July of
simpler privacy settings and tools for migrating people to the new controls. Those tests
continue and we hope to roll them out to more of you in the coming months.




(Privacy) decision making hurdles for
consumers

1) Asymmetric information

2) Bounded rationality

3) Heuristics and biases




REVIEW

Privacy and human behavior in the

age of information

Alessandro Acquist,'” Lanra Brandimarte George Loewenstein™

This Review summarizes and draws connections between diverse streams of empirical
research on privacy behavior. We use three themes to connect insights from social and
be havioral sciences: people's uncertainty about the consequences of privacy-related

be haviors and their own preferences over those conseguences; the context-dependence
of people's concern, or lack thereof, about privacy; and the degree to which privacy
concems are malleable—manipulable by commercial and governmental interests.
Organizing owr discussion by these themes, we offer observations conceming the role
of public policy in the protection of privacy in the information age.

I thisi=the age o Iniormaton, then privagy &
the iza1e ur dmes. Activiles that were
once private or shared with the Bw now leave
tralls of data that expose our mierests, rafts,
beli ek, & md i ritertirs. We oonmnumnd e te using
e-malke, text s, and apctal media; fnd partners oo
danng shes: Bam a online
SpOTEes T INUITEEATE AN 22718 Thee JUesTHTE WSIE
search engine s, read news and bk inthe dod;
nEv Eate steets With gedtracking SvEtems: and ol
ebrate our newhorns, and moum our dead, on
socEl media prollkes. Through these and other
artivities, we meveal 1ndormsaton —both knossm gy
and wrwitngly—io one another, t commeraal
entites, and toour governments. The mondtoring
of perEonal 1ITlerma ton B ubi quitines; 115 Stirage

“Privacy and Human Behavior in the Age of Information,” Acquisti,
Brandimarte, and Loewenstein, Science, 2015
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Study on Ethical Behavior

IMPORTANT: All answers are voluntary. By answering a question, you agree to give the researchers
permission to publish your answer.

.
1)
o
o
=

1. Are yau married?
. Have you ever heen fired by your emplayer?
. Hawe you ever stalen amything {e.g. fram a shop, a person)?
. Have you ever used drugs of any kind {e.g. weed, heroin, crack)?

. Have you ever lied aboutyour age?

. Have you ever done any kind of voluntary service?

. Have you ever had sexin a public venue {e.g.: restroom of a club, airplane)?

2
3
4
5
6. Have you ever had cosmetic surgerny?
7
B
]

. Have you ever made a donation to a non-profit organization?

cifel ool citc e feaite
Y O O O o, O o O

10. Do yau have any permanent tatoos?

Close

"

Misplaced Confidences: Privacy and the Control Paradox," Laura Brandimarte, Alessandro Acquisti, and
George Loewenstein. Social Psychological and Personality Science, 2013




Study on Ethical Behavior

IMPORTANT: All answers are voluntary. In order to give the researchers pe foq to publish your
answer to a question, please check the corresponding box.

=
o
o
FL
=]

Fuhlication permission
LAreyou married? | I
.Have you ever heen fired by your employer?
. Have you ever stolen anything {e.g.: from a shop, a person)?
.Have you ever used drugs of any kind {e.g. weed, heroin, crack)?
.Have you ever lied aboutyour age?
.Have you ever had cosmetic surgery?
. Have you ever done any kind of valuntary service®?
.Have you ever had sexin a public venue {e.g. restroom of a club, airplane)?

. Have yvou ever made a donation to a non-profit organization®?
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10. Do you have any permanent tatoos?

Cloge

"

Misplaced Confidences: Privacy and the Control Paradox," Laura Brandimarte, Alessandro Acquisti, and
George Loewenstein. Social Psychological and Personality Science, 2013




Response rates

M
“Misplaced confidences: Privacy and the control paradox,” Laura Brandimarte, Alessandro Acquisti, and
George Loewenstein. Social Psychological and Personality Science, 2013




Because of significant and widespread decision making

hurdles, the preferred tools of market-based

approaches to privacy - transparency and control - are

at best necessary, but certainly not sufficient, tools for

privacy protection




Market forces are able to achieve
desirable levels of privacy




Market forces are able to achieve Can consumers make self-
desirable levels of privacy interested privacy decisions?




Privacy concerns are puzzling
for economists

Sharing personal data
IS an economic win-win

Loss of privacy is the price to pay
for the benefits of big data

Market forces are able to achieve
desirable levels of privacy

When is privacy welfare-
enhancing/decreasing?

Who benefits from the data
economy?

Who bears the costs of privacy
protection?

Can consumers make self-
interested privacy decisions?




3) Some partial conclusions




Some partial conclusions (1/3)

= At the micro level (individual consumer welfare), the rational,

self-interested economic argument for privacy protection is clear

= At the macro level (aggregate, societal welfare), the effects are
much more nuanced




Some partial conclusions (2/3)

= |nfact: positive, negative, indeterminate economic effects of
privacy protection all possible - depending on context

= Effects nuanced and context dependent
= Economics effects depend on specific type of protection (among other
things)
= Still, thanks to both theoretical and empirical evidence, we

should dispel the myth that privacy protection is inherently
depressing welfare / innovation / growth

= |nfact, PETs *may™ allow us to have the cake and eat it too




Some partial conclusions (3/3)

= Also, note what we have (deliberately) ignored in this
talk:

= Second-order, long-term ramifications of privacy choices

= Non-economic dimensions: Privacy is also about self-
expression, intimacy, civility, human dignity, autonomy,
freedom, ...




For more information

Google/Bing: economics privacy

Visit: http://www.heinz.cmu.edu/~acquisti/economics-

privacy.htm

Email: acquisti@andrew.cmu.edu




